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Abstract. The article considers the problem of optimizing operating costs
when ensuring the quality of digital products using predictive risk assessment in
modern software development environments. The study’s relevance lies in the need
to balance high product quality and cost-effectiveness amid accelerating release
cycles and increasing system complexity. The aim of the article is to examine
methodological approaches to the adaptive distribution of testing resources based
on predictive risk assessment to increase the cost-effectiveness of quality assurance
processes. To address the tasks set, the following methods were used. analysis of the
scientific literature to examine current developments in the field; generalization and
systematization to present the research results.

The study examined the economic nature of risk-based testing and its role in
reducing inefficient resource allocation compared to traditional universal
approaches. The applicability of predictive models, particularly the Quality Risk

Score (QRS), as an integrated indicator that combines code complexity, defect
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density, change variability, test coverage, and interaction instability to identify high-
risk components was analyzed. It was found that using normalized and weighted
indicators enables the formation of a consistent, scalable structure for assessing
quality risks in dynamic CI/CD environments. The feasibility of implementing
adaptive testing strategies that allow varying the intensity and scope of test activities
based on calculated risk levels was substantiated. The study also analyzed the
impact of this approach on key performance indicators, in particular the volume of
test work, time consumption, and defect detection efficiency, demonstrating a
significant reduction in overall costs while maintaining a high level of quality
control. It has been found that adaptive redistribution of testing resources increases
the efficiency ratio, reflecting a higher return on each unit of invested resources.
As a result, it was concluded that predictive risk assessment is an effective
tool for achieving cost optimization while maintaining the reliability and
competitiveness of digital products in rapidly changing technological environments.
Keywords: risk-based testing, adaptive resource allocation, CI/CD
environment, testing efficiency, risk assessment, software engineering, cost

optimization.
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Anomauin. Y cmammi po3ensnoaemsbcsa npobiema onmumizayii onepayiunux
sumpam npu 3ade3nedeHti AKoCmi yuphposux npooykmis 3a 00NOM0o2010 NPOCHOZHOI

https://econp.com.ua/index.php/journal/about ISSN: 2786-9431

VBech KOHTEHT JlilleH30BaHo 3a ymoBamu Creative Commons BY 4.0 International license


https://creativecommons.org/licenses/by/4.0/

OYIHKU PUBUKIB Y CYUACHUX Cepedosuuiax po3pooKu NpocpamHo20 3abe3nedeHis.
Axmyanvuicms 00CHIOHCEHH NO8 A3aHA 3 HEOOXIOHICMIO NOULYKY OalaHcy Midxc
BUCOKOIO SIKICMIO NPOOYKMY mMA eKOHOMIYHOIO e@eKmugHicmio 6 YyMo8ax
NPUCKOPEHHSI YUKTI8 BUNYCKY U 3pOCMAHHA CKIaOHocmi cucmem. Memorw cmammi
€ BUBYEHHS MeMOOONO2IYHUX NI0X00I8 00 aAdAnmMueHo20 pPO3NOJILY pecypcis
mecmy8anHs HA OCHOBI HNPOCHO3HOI OYIHKU PUBUKIE 3 Memow NiO8UUEHHS
eKOHOMIUHOI ehexmusnocmi npoyecie 3abe3neuenHs sxocmi. Jnsa eupiuieHHs
NOCMABNIEHUX 3A80AHb OVII0 3ACMOCOBAHO MEMOOU: aHANI3Y HAYKOBOI imepamypu
— 0J151 00CAIOHCEHHS NOMOYHUX HAYKOBUX HANPAYIO8AHb 3 MEeMAMUKU, V3A2ANbHEHHS.
ma cucmemamu3ayii — 0 npeodCmasieHts pe3yibmamis 00Cai0HCEeHb.

byno poszensinymo exkonomiuny cymuicms mecmy8aHHs, OPIEHMOBAHO20 HA
PU3UKU, MA 1020 POJib y 3MEHULeHHI HeeheKmMUBHO20 PO3NOOLNY pecypcCié NOPIBHAHO
3 mpaouyitinumu yHigepcaivhumu nioxodamu. Ilpoananizosano zacmocoeuicms
npocrosuux mooenei, 3oxpema Quality Risk Score (QRS), ax immezposanoco
NOKA3HUKA, WO NOEOHYE CKAAOHICMb KOOY, WIIbHICMb 0e(heKxmis, MIHIUBICMb 3MIH,
NOKpUmMms mecmy8anHHAM mMa HeCcmAaOlIbHICMb 63AEMOOIL 3 Memolo GUsBIeHHS
KOMNOHEHMI8 8UCOK020 pusuKy. Bcmanoeneno, wo eukopucmanms HOpmManizo8aHux
[ 38adiceHUx NOKA3HUKI@ 0A€ 3MO02y Cchopmysamu nOCii008HY ma Macuimabo8auy
CMpyKmypy Ol OYIHKU pU3uxie saxocmi 6 ouHamiunux cepedoguwax CI/CD.
Ob6rpynmosano  OOYiNbHICMb — 8NPOBAONCEHH — cmpameiii — adanmueHo20
mecmy8anHs, AKi 003601410Mb 8aAPIOBAMU IHMEHCUBHICMb Ma 00csie mecmosux
3ax00186 3a/1eJCHO 810 PO3PaAx06ano2o pieus pusuxy. lIpoananizoeano eniue maxozo
nioxo0y Ha KI0Y08i NOKA3ZHUKU eheKmMUBHOCMI, 30Kpema 00csie mecmosux pooim,
sumMpamu 4acy ma e@pexmusHicCmv UsGIeHHs 0eheKmis, Wo 3acei04UI0 3HAUHe
3HUJCEHHS 3A2ATIbHUX UMPAM 30 YMOBU 30€PedHCeH s 8UCOKO20 PIBHS KOHMPOJIIO
saKocmi. Bcmawnogneno, wo adanmuenuil nepepo3nooil pecypcie mecmyB8aHHs
cnpusie nio8UWeHHI0 Koeiyicuma egpekmueHocmi, wjo 8i0obpasicac euuyy 8i00ady

810 KOJMCHOI 0OUHUYT BKIIAOEHUX PeCypCI8.
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YV pesynomami 3pobieHo GUCHOBOK, WO 3ACMOCYB8AHHA NPOSHO3HOI OYIHKU
PU3UKIB € eheKmUBHUM IHCMpPYMeHmoMm Ol onmumizayii eumpam 3a YMOSU
30epesicenHsi HaOiUHOCMI Ma KOHKYPEHMOCHPOMONCHOCII YUDPOBUX NPOOYKMIE Y
UWBUOKO3MIHHUX MEXHON02TYHUX CepedosuLax.

Knrwuoei cnosa: puszux-opienmosarne mecmyauHs, A0anmueHUll po3nooiil
pecypcie, CI/CD cepedosuwe, egexmugnicms mecmy8anus, OYIHKA PUSUKIE,

NPOCPAMHA IHICEHepId, ONMUMI3ayis sumpam.

Problem statement. The rapid proliferation of digital product ecosystems and
the active adoption of continuous integration and continuous delivery (CI/CD)
practices have made it difficult to maintain high-quality standards with limited time
and resources, making the optimization of operational costs in quality assurance a
critical and urgent issue. Traditional testing approaches, characterized by uniform
and often excessive resource allocation, do not account for the heterogeneous risk
profiles of software components, leading to inefficient cost structures, excessive test
activities and insufficient attention to high-risk areas where defects can cause
significant economic losses. In this context, the increasing complexity of digital
systems, combined with growing market pressure for rapid product release,
necessitates the development of more flexible and cost-effective methodologies that
can dynamically align testing volumes with actual risk levels.

Predictive risk assessment is a promising solution to this problem, as it enables
systematic identification, quantification, and prioritization of quality risks based on
both historical and real-time data, thereby supporting more rational decision-making
regarding resource allocation. The relevance of this study is enhanced by the need
to improve the efficiency of quality assurance processes without compromising
reliability, which allows companies to achieve the optimal balance between cost
reduction and product performance in conditions of high competition and

technological dynamics.
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Analysis of recent research and publications. Various aspects of the
researched issues are devoted to the scientific works of domestic scientists. In
particular, the work of M. Heyenko and D.Omelianenko [1] substantiates
methodological approaches to the analysis of the formation and effective use of
assets under uncertainty, thereby providing a theoretical basis for assessing costs and
risks in digital quality assurance systems. The study by V. Volikov and I. Panchenko
[2] focuses on developing methodological tools for assessing innovation risks when
integrating artificial intelligence systems, which is relevant to the development of
approaches to predictive risk scoring for digital products. The work by
O. Ptashchenko, O. Shersheniuk, and I. Kizilov [3] analyzed the impact of digital
transformation on enterprises’ innovative activity, confirming the need to adopt
adaptive approaches to quality and cost management. The study by R. F. Atamaniuk,
H. V. Yankovska, and I. M. Komarnytskyi [4] identified conceptual principles of
project management that enhance operational efficiency, which is important for
optimizing testing and quality control processes. The work by S. S. Semeniuk [5] is
devoted to integrating digital technologies into the business processes of IT
enterprises and emphasizes the importance of automation and digital tools in
improving the efficiency of quality management. In the article by O. O. Artamonova
and M. M. Luchkevych [6], the regularities of the formation of information systems
for the optimization of cloud resources are investigated, which are directly related
to the rationalization of costs in digital environments. The study by
K. V. Cherviakov [7] presents models for flexible management of IT projects in the
context of frequent releases, which serve as a basis for implementing adaptive
approaches in CI/CD environments. The work by Y. Sierhieiev [8] analyzes methods
for data preparation to detect code vulnerabilities within CI/CD processes,
confirming the feasibility of using analytical approaches to assess quality risks. The
study by V. O. Kulanov and A. Y. Perepelitsyn [9] proposes a method for creating

projects using continuous integration and delivery technologies, emphasizing the
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importance of automating development and testing processes to improve cost
efficiency and the quality of digital products.

Highlighting previously unresolved parts of the general problem. Despite
the significant number of scientific works devoted to risk assessment, digital
transformation and business process optimization, modern research does not pay
enough attention to the complex combination of economic and technical approaches
to digital product quality management based on predictive risk scoring. In particular,
there is no holistic methodology for adaptive testing resource allocation that would
integrate formalized risk indicators with economic efficiency criteria. The
quantitative assessment of the impact of risk-based testing on the optimization of
operating costs in CI/CD environments remains insufficiently studied.

Formulation of the article objective (statement of the task). The purpose
of the article is to examine methodological approaches to adaptive testing resource
allocation based on predictive risk assessment to increase the economic efficiency
of quality assurance processes.

In accordance with the goal, the following tasks were set and solved: to
investigate the economic essence of risk-based testing of digital products; to analyze
the methodological foundations of the formation and application of the predictive
risk scoring (QRS) model in quality assurance systems; to substantiate approaches
to adaptive distribution of testing resources depending on the level of risk; to assess
the impact of the proposed approach on cost efficiency and effectiveness of quality
control processes.

Presentation of the main research material. The key principles of
predictive risk assessment in quality assurance systems are increasingly shaped by
the need to balance high product quality with operational cost minimization in digital
environments. In modern software development, particularly within the context of
continuous integration and continuous delivery (CI/CD) approaches, the economic

rationale of risk-oriented testing is to allocate limited testing resources to maximize
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their marginal utility. Traditional unified testing approaches, which evenly distribute
resources across all components, inherently lead to inefficiency due to excessive
investment in low-risk areas and insufficient allocation to high-risk modules. From
an economic perspective, this leads to suboptimal cost structures, increased
opportunity costs, and reduced returns on quality assurance investments [9, p. 98].
Risk-based testing, on the other hand, introduces a prioritization mechanism that
aligns testing intensity with the expected economic impact of potential defects,
transforming quality assurance from a purely technical function into a cost
optimization tool.

Within this concept, the Quality Risk Score (QRS) model serves as the
primary analytical tool for quantifying and operationalizing software quality risks.
The QRS model integrates many normalized factors that reflect both structural and
dynamic characteristics of software systems, including code complexity, past defect
probability, change wvariability, test coverage, and interaction instability. By
combining these parameters into a comprehensive indicator, the model provides a
quantitative, comparative risk assessment for all system components. This
formalization allows modules to be classified into separate risk categories, which is
the basis for differentiated testing strategies. Importantly, the use of normalized
metrics ensures model consistency and scalability across development contexts,
while the weighted QRS structure reflects the relative economic importance of each
factor influencing the outcome. As shown in the basic methodological framework
[10, p. 87], this approach allows for a systematic reduction in testing work without
a proportional loss in defect detection, thereby increasing the overall efficiency of
quality assurance processes.

Integrating predictive risk assessment models into decision-making processes
in CI/CD environments is an important step towards automating and
intellectualizing software quality management. Modern CI/CD pipelines are

characterized by frequent code changes, rapid release cycles, and continuous
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feedback loops, which require real-time, data-driven decision-making. In this
context, predictive QRS-based models serve as built-in decision-support
mechanisms that dynamically manage testing resource allocation, test case
prioritization, and testing depth. Using both historical and real-time data, these
models provide an adaptive response to changing system conditions, reducing the
delay between risk detection and remediation [11, p. 581]. Also, their integration
into automated workflows enables a transition from reactive to proactive quality
assurance, where potential defects are identified and addressed before they become
costly failures.

From an economic perspective, implementing predictive risk assessment
within CI/CD not only improves operational efficiency but also contributes to
strategic cost management by optimizing the balance between testing costs and
quality outcomes. Practical data from simulated CI/CD scenarios indicate that such
approaches can significantly reduce overall testing costs while maintaining a high
level of defect-detection accuracy, thereby improving key performance indicators,
such as efficiency ratios and return on investment in quality. Accordingly, the
conceptual framework of predictive risk assessment can be considered a
fundamental element in the evolution of quality assurance systems towards more
economically sustainable and technologically advanced models. Methodological
approaches to adaptive allocation of testing resources based on risk assessment
formalize measurable indicators that reflect the structural and behavioral
characteristics of software systems under constant change. Unlike generalized
conceptual models, the methodological aspect focuses on operationalizing risk using
quantitative variables and transforming them into metrics that are meaningful for
decision-making. The formalization process involves selecting and normalizing key
indicators that capture the probability and potential impact of quality deterioration.

Among the most important variables, it is worth highlighting: code

complexity, which reflects the structural complexity of understanding and
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maintaining the logic of the program; defectivity, which captures the historical
perspective of defects in the component; variability of changes, which reflects the
frequency and scale of code modifications over time; test coverage, which indicates
the degree of functionality verification by automated tests; instability of interactions,
which characterizes the module’s susceptibility to errors that arise due to
dependencies and integration points [12, p. 9729]. Each of these indicators is
standardized on a single scale, allowing them to be combined into a comprehensive
risk indicator that provides comparability across heterogeneous system components.

The methodological clarity of this approach lies not only in the definition of
the corresponding indicators but also in their systematic interpretation within a
classification system that directly determines testing strategies. Risk levels are
usually divided into low, medium and high, each corresponding to a specific
configuration of testing depth, volume and resource use intensity. This classification
allows translating abstract risk values into concrete operational decisions, ensuring
that testing efforts are proportional to the expected economic and functional
consequences of potential defects. The correspondence between risk levels and
testing strategies is summarized in Table 1, which shows the impact of changes in

indicator values on prioritizing and distributing quality assurance activities.

Table 1

Risk level classification and corresponding testing strategies based on formalized

indicators
. . . . Resource
Risk level Indicator characteristics Testing strategy . .

Intensity

Low Low code complexity, minimal Basic regression testing, Reduced
number of defects in the past, stable preliminary tests (selective

changes, high test coverage, low allocation of

instability of interactions resources)

Medium Moderate complexity, single defects, | Standard regression testing Moderate
periodic changes, partial coverage, with priority test cases (balanced
moderate interaction risks allocation)
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Resource

Risk level Indicator characteristics Testing strategy . .
Intensity
High High complexity, significant defect Extended regression Maximum (full
density, frequent changes, low testing, exploratory testing, selection)
coverage, high instability of additional validation
interactions procedures

Source: author’s development based on [11-14]

The practical implementation of this classification model requires the
development of an adaptive mechanism for reallocating testing resources in response
to dynamically changing risk profiles. Such a mechanism operates in CI/CD
environments as a continuous feedback loop, where updated metric values lead to
the real-time recalculation of risk scores and the subsequent adjustment of testing
priorities. Testing resources are not just a technical adjustment, but a
methodologically structured process that combines predictive analytics with
management principles. Testing resources, including time, computing power, and
human expertise, are allocated in a non-linear manner, focusing primarily on high-
risk components and proportionally reducing attention to low-risk areas. This
approach ensures that the marginal cost of testing matches the marginal risk
reduction, thereby increasing the overall efficiency of the quality assurance process.

From an optimization perspective, the adaptive resource allocation
mechanism serves as a lever to reduce unnecessary costs while maintaining, or even
increasing, the efficiency of defect detection [15, p. 690]. By constantly reallocating
testing resources, companies can avoid the economic inefficiencies associated with
static testing models, such as over-execution of tests and under-testing of critical
components. It should be noted that integrating formalized risk indicators into
automated decision-making processes enables this methodology to be scaled to
large, complex systems without a proportional increase in management costs. As a
result, the methodological basis of adaptive resource allocation not only supports

operational efficiency at the micro level of individual modules but also optimizes
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quality assurance budgets at the macro level, thereby strengthening the strategic role
of predictive risk assessment in modern digital product development.

Our empirical assessment of the effectiveness of cost optimization based on
predictive risk assessment shows that transitioning from static to adaptive testing
models delivers tangible economic and operational benefits in software development
environments. Analysis of the impact of the adaptive testing model on operational
costs shows a significant reduction in overall testing costs, primarily due to the
differentiated allocation of resources based on dynamically calculated risk levels. In
simulated CI/CD scenarios reflecting multi-cycle development processes, the
adaptive approach reduced the overall testing workload by approximately one-third
compared to baseline homogeneous testing strategies. This reduction is directly
related to the elimination of redundant verification procedures in low-risk
components and a focus on segments with the highest probability of defects. As a
result, testing time was significantly reduced, resulting in lower labor costs and
improved utilization of technical infrastructure. From an economic perspective, this
transition reflects a move towards cost flexibility, in which quality assurance costs
respond to actual system conditions rather than predetermined schedules.

At the same time, the analysis of defect-detection efficiency within the
predictive approach shows that reducing testing volume does not lead to a
proportional deterioration in result quality. Despite a reduction in allocated
resources, the adaptive model maintains a high level of defect-detection efficiency,
with only minor differences compared to traditional methods. Predictive
prioritization of high-risk modules ensures a high probability of detecting critical
defects, while less critical areas receive proportional attention at lower cost. This
balance is evident in the accuracy of detecting high-risk components, where
predictive scoring mechanisms demonstrate a strong ability to distinguish modules
that require intensive testing. Although a small proportion of defects may remain

undetected due to reduced testing in low-risk areas, the overall impact on system
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reliability remains limited, since these defects usually correspond to lower levels of
criticality. Therefore, the predictive approach provides a favorable balance between
efficiency and effectiveness, aligning test results with economic rationality.

The overall effectiveness of predictive risk assessment can be further assessed
by benchmarking key performance indicators that account for both cost and quality.
Table 2 provides a summary assessment of the baseline and adaptive testing models,
reflecting the relationships among test volume, defect detection, and overall
effectiveness. The effectiveness factor, defined as the number of defects detected
per unit of test volume, is the main indicator of efficiency improvement and indicates

greater productivity of the adaptive approach.

Table 2
Comparative assessment of testing efficiency using the baseline model and the

predictive risk-based model

Indicator Baseline model Predictive adaptive model
Total testing volume (%) 100 68
Time consumption (hours) 520 354
Defects detected (units) 312 305
Detection rate (%) 100 97,8
High risk identification accuracy (%) - &9
Efficiency rate (defects per unit of effort) 0.60 0.86

Source: author’s own development based on [16-19]

The data in table 2 clearly demonstrate that the adaptive model provides a
significant increase in efficiency: the efficiency ratio improved by more than forty
percent. This indicates that each unit of testing resources spent yields a greater result
in the form of detected defects, thereby increasing the overall productivity of the
quality assurance process. Importantly, the small decrease in the absolute number of

detected defects is offset by a significant reduction in resource consumption,
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resulting in a net positive economic effect. Increased accuracy in identifying high-
risk modules further supports this result, ensuring proper attention to critical areas
and thereby minimizing the likelihood of costly failures after release.

In a broader analytical context, the results obtained confirm the role of
predictive risk assessment as an integrative mechanism that combines operational
efficiency and strategic cost management [20, p. 1310]. By implementing data-
driven decision-making into testing workflows, organizations can achieve a more
balanced allocation of resources, reduce unnecessary costs, and maintain a high level
of product quality. The results of the study also indicate that the effectiveness of
such an approach extends beyond individual improvements in testing productivity
to the overall optimization of software development processes, reinforcing the
economic feasibility of predictive models in modern digital ecosystems.

Conclusions. As a result of the study, theoretical and methodological
approaches to optimizing operational costs to ensure the quality of digital products
were summarized, and the feasibility of transitioning from traditional static testing
models to risk-based, adaptive approaches based on predictive risk scoring was
demonstrated. The economic essence of risk-based testing as a cost rationalization
tool that concentrates resources on the most critical elements of software systems,
thereby reducing excess costs in low-risk areas, was substantiated. It is proven that
the use of the QRS model, which integrates key quality parameters (code
complexity, defectivity, change variability, test coverage and interaction instability),
provides an objective basis for quantitative risk assessment and for making informed
management decisions in CI/CD environments. It is established that an adaptive
distribution of testing resources according to risk levels increases the efficiency of
labor and time use, reduces overall testing costs and simultaneously maintains a high
level of defect detection, confirming the economic feasibility of implementing the

proposed approach.
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Thus, the study’s results indicate the significant potential of predictive risk
scoring as a tool to improve the efficiency of digital product quality assurance
processes. Prospects for further scientific research lie in the development and testing
of models using machine learning methods to increase the accuracy of risk prediction

and their integration into real production CI/CD environments.
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